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The Queensland Department of Education (DoE) is responsible for delivering educational
services to approximately 515,000 Queensland students through about 1,249 state schools.
This is supported by over 81,000 employees throughout Queensland.

The Department is a pillar within all communities and for significant periods has responsibility
for our most valuable and vulnerable resource i our children. That responsibility includes their
safety and security along with the safety and security of staff and other stakeholders engaged
within educational precincts.

This document, the DoE Disaster and Emergency Management Arrangements, follows the
direction set by the Disaster Management Strategic Policy Framework (QLD Govt) and it
applies to those disasters and emergencies (natural hazards and threats from human-caused
events) that occur, or are likely to occur, within or impact on:

9 State schools including state primary, secondary, special education schools, Schools
of Distance Education, State environmental education centres and outdoor education
centres; and

i Department of Education workplaces and (Regional and Central Office
accommaodation) sites.

It covers the underlyi ng principles and governance, sets
understanding risks and mitigation, and explains the response process utilised to prepare for,
respond to, and recover from disasters and emergencies.

From time to time the impact of disasters and emergencies, which impact on one or more of
our schools, requires the Department to prepare and respond with an additional level of
capability.

The Department has developed these arrangements to meet the challenges of disasters which
span the planning, preparation, response and recovery phases of disaster management. The
document is not prepared in isolation but has connectivity and support to other Department
wide strategies such as Building Emergency Procedures, Business Continuity Planning and
Security Risk Management.

Definitions

To understand the connectivity of the Department& arrangements to the overarching state
disaster arrangements, it is essential that the Department aligns to the state definitions,
terminologies, acronyms and broad structures. This will be evident throughout this document.

A Disaster

The Disaster Management Act 2003 provides the following:

A disaster is defined as a serious disruption in a community, caused by the impact of an
event that requires a significant coordinated response by the State and other entities to help
the community recover from the disruption.
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A serious disruption meansi

(a) loss of human life, or illness or injury to humans; or
(b) widespread or severe property loss or damage; or
(c) widespread or severe damage to the environment.

An event is -

(a) a cyclone, earthquake, flood, storm, storm tide, tornado, tsunami, volcanic eruption or
other natural happening;

(b) an explosion or fire, a chemical, fuel or oil spill, or a gas leak;

(c) an infestation, plague or epidemic;

(d) a failure of, or disruption to, an essential service or infrastructure;

(e) an attack against the State; and

(f) another event similar to an event mentioned in paragraphs (a) to (e).

An event may be natural or caused by human acts or omissions.

An Emergency Situation

The Public Safety Preservation Act 1986 (PSPA) defines an emergency situation as:
(a) any explosion or fire; or
(b) any oil or chemical spill; or
(c) any escape of gas, radioactive material or flammable or combustible liquids; or
(d) any accident involving an aircraft, or a train, vessel or vehicle; or
(e) any incident involving a bomb or other explosive device or a firearm or other weapon; or
(f) any impact of a naturally occurring event such as a flood or a landslide; or
(g) any other accident;

that causes or may cause a danger of death, injury or distress to any person, a loss of or
damage to any property or pollution of the environment, includes a situation arising from any
report in respect of any of the matters referred to in paragraphs (a) to (f) which if proved to
be correct would cause or may cause a danger of death, injury or distress to any person, a
loss of or damage to any property or pollution of the environment.

In the Department®& context it is noted that the approach to disaster and emergency
management covers the wide ambit of weather, accidents, health incidents or human actions

whi ch may cause a risk or harm to the community.
of gr avi t yastmehtothre broades nafre pf disasters and emergencies should not be

forgotten when preparing for responses, longer term training, exercising and testing.

And where an operational response has elements of responsibility, safety, risk and
coordination, there will be three cornerstones which will enhance the chances of success for
the Department. They are:

1 Leadership (at all levels);
1 Relationships (internal and external); and
1 Being ready (trained and prepared).

For any organisation to achieve success there needs to nhumber of contributing factors to be
aligned and these include:
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Understanding roles and responsibilities;
Knowledge of the rules, policies and procedures;
Sound tactics and decision making;

Good Communications;

Sound HR strategies;

Good command; and

1 The acceptance of responsibility.

= =4 —a a8 -8 -9

This aim of this document is to bind together the legislation, structures, strategy and actions to
form the approach of the Department to manage responses to disasters and emergencies.

See Appendix 14 for relevant section of the Disaster Management Act 2003 and the Public
Safety Preservation Act.
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ARSeeing the solutiono

1.1 The DoE Vision

The Department is required to deliver educational services to the children of Queensland.
Ancillary to that core role is the safety of staff and children when there is a requirement to
respond to a range of disasters and emergencies which may include crimes, weather events
or other disasters.

The Department will provide services and support during a disaster or emergency based on:

9 Adopting a structured command and control approach;
1 Underpinned by principles and process;

1 Supported with legislation, policy and guidance; and

1 Using adaptive leadership.

The combination of these elements enables the application of resources supported by sound
decision-making to achieve:

1 Operational effectiveness across the Department;
1 Acceptance and management of inherent risk;

1 Desired organisational outcomes; and

9 Stakeholder confidence.

The use of terminologies about 6command and cont
rely on a hierarchy, legislation, teams and responsibilities. To achieve the desired outcomes a

set of accepted principles are required for a platform of performance. The principles to be

adopted will be outlined in this section.

Within the context of the DepaDoE Statedic®len?2020-nct i on
2024, there is a range of legislation, key policies and procedures which direct and support DoE

activities in planning, preparing for, responding to and recovering from disasters and
emergencies. The key documents for reference and consideration are:

The Education Act 2006;

The DoE Strategic Plan 2020-24;

The DoE Procedure Disaster and Emergency Management;

The DoE Disaster and Emergency Management Arrangements;

The Disaster Management Act 2003;

The QLD Disaster Management Strategic Policy Framework (QDMSPF);
Fire and Emergency Services Act 1990;

1 Work Health & Safety Act 2011.

=4 =4 -8 a8 —a A -2

From these there is a range of cascading plans and reference guides.

And finally, acknowledgement of the importance of maintaining stakeholder confidence is
essential to developing relationships and having them trust the Department and its motives,
particularly during a disaster or emergency. This currency can then be capitalised in other
aspects of the business of education.
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1.2 The DoE Objectives

In the context of preparing for, and responding to disasters and emergencies the objectives of
the Department are to:

1 protect and keep the school community safe from harm;

1 minimize the impact of disasters and emergencies on the school community;
1 support the local community during such periods; and

1 toresume the delivery of educational services when safe to do so.

1.3 What is the Approach?

T he De p asrappma&ch to disaster and emergency management is based on having a
system which includes principles, processes, people, communications and infrastructure which
are managed and enacted as required, particularly in the response phase.

The system is based on a structured framework which enables information to be
communicated, decisions to be made and actions to be taken to meet the DoE objectives.

Consistent with the QLD Disaster Management Strategic Policy Framework (QDMSPF), the
Department undertakes activities for disaster management across the four recognised phases
of disaster management - prevention, preparedness, response and recovery. The Department
has a developed structure which directly links with the state disaster management structure
and contributes at all levels.

The Department adapts an enhanced operating structure within the Regions and Schools and
whilst there is a change of titles, their responsibilities remain consistent. The most change is
experienced at the executive level where an Executive Response Team (ERT) is formed and
operates in the Executive Coordination Centre (ECC) led by the Executive Response Controller
(ERC). This becomes the central and peak decision making body within the Department
answering to the Director-General during a disaster or emergency event.

1.4 The DoE Disaster and Emergency Management Framework

The Department has adopted a framework which outlines the system applied to manage
disasters or emergencies. The system includes people, processes and structures to deliver
outcomes.

The framework has three levels which are the:

1 The Procedure;

1 The Disaster and Emergency Management Arrangements; and

1 The Structure which includes the tiers, the entities, the leaders and the core response
plans.

Th e@roockdure6 t al ks about | dent fairangementsér eosuptolnisnieb itl hte iwvel
how the Department dgirecaredb usd tnse stshwiy mtddhe ldnees ob

the Department whilst decentralising leadership and authority consistent with the normal

operating systems of the Department.

Following is a schematic of the framework:
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1.5 Principles of Disaster and Emergency Management

Underpinning the Department® approach to disaster and emergency management are a set of
general principles:

9 Being prepared for action;

All hazards approach;

Tiered command and control structures;
Tested Emergency Response Plans;
Understood roles and responsibilities;
Using a Common Operating Picture;
Managing risk and uncertainty; and

1 Action learning.

= =4 -4 —a -—a -9

The adherence of these principles during the management of responses has an underlying
effect of supporting staff to lead and take action.

1.5.1 Being prepared for action

To ensure the Department is prepared for the impact and response to a disaster or emergency,
an annual program of policy and documentation review, planning, risk management,
awareness training and exercising will be undertaken. Reviews will include the updating of all
Emergency Response Plans (ERP) annually including enhancements from lessons learnt in
training or response operations. The E&SS will coordinate with the Regions to ensure the
currency of planning, opportunities for improvement and training activities. Awareness training
will be provided across the levels of the Department. A basis for operational readiness is mutual
trust or shared confidence among controllers, staff, stakeholders and the community which is
essential to achieve desired outcomes. Effective leaders must build cohesive teams in an
environment of mutual trust within the
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Department® business-as-usual activities at the Regional and School level which will translate
to work as operational and tactical level teams during disaster and emergency responses.

This provides the Department with a significant advantage in that the teams used are not new
and the staff are professionally connected. But the broader team which is connected from other
agencies during disasters and emergencies does not always benefit from such familiarity and
work must be done in the preparation phase to build relationships, get an understanding of
each otherodés rol es, responsibilities and author.i

Equally trust must flow throughout the levels of the Department to have the best chance of
achieving objectives. Training and exercises which provide shared experiences are a multiplier
for developing trust, where the two-way communication and interaction between the levels of
control within the Department build familiarity, trust and effectiveness.

The objective is to unite the diverse capabilities, even within the Department, necessary to
achieve success in operations where collaborative and cooperative efforts are required.

1.5.2 All-hazards approach

An all-hazards concept promotes the standardisation of plans, responses and actions which,
whilst implemented in different scenarios, have a common set of processes and procedures
irrespective of the hazard. This is to optimise the efficiency of resource application and
decision-making across government agencies and to reduce the confusion of having different
plans for different events.

The all-hazards approach assumes that the functions and activities applicable to one hazard
are most likely applicable to a range of hazards and consequently, an emergency response
plan captures the functions and activities applicable to all-hazards.

The related all-agencies approach recognises that no single agency can prepare for and deal
with the disruption to community life and infrastructure that can result from a disaster or
emergency. Agencies have a responsibility for ensuring an understanding of the Queensland
Disaster Management Arrangements (QDMA) and to contribute to the arrangements. It is
necessary for a lead or primary agency to coordinate the activities of the large number of
organisations and agencies that are involved.

1.5.3 Tiered command structure

The Department 6s response framework identifies t
being the strategic (Executive), operational (Regional) and tactical (School) levels. An

additional level, the State level, also exists and this is the interface into the Queensland Disaster
Management Committee (QDMC). This structure is consistent with the State arrangements,

particularly the emergency services response structures and allows for alignment with other

agencies as well as providing delegated decision making authority at each level for operational

efficiency.

1.5.4 Tested Emergency Response Plans (ERPSs)

Across the Department there will be a coordinated range of ERPs which will be tested annually
through discussion exercises or functional exercises. The core plans cascading from the State
Disaster Management Plan, will be the Executive Emergency Response Plan, the Regional
Emergency Response Plan and the School Emergency Response Plan.
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1.5.5 Understood roles and responsibilities

For any team to function the members must understand their role and their responsibilities.
They must understand their reporting lines within the overall Departmental structure. This will
ensure they understand what they are trying to accomplish individually and as a team and it
will enhance their sense of purpose.

The Department 6s doc u meventew dfithe mlesnand résponsibilitieswofd e

all staff required to support disaster or emergency response operations. Each Emergency
Response Plan will detail the roles and responsibilities required for that level.

1.5.6 Using a Common Operating Picture

A critical challenge is creating a shared understanding of the operational environment. The
Common Operational Picture (COP) is a single display of relevant operational information
which is shared across one or more organisations. It facilitates collaborative planning and
assists all levels of government and agencies to achieve shared situational awareness. It
becomes more important as the next level of command is introduced. An objective of the
common operational picture is to overcome coordination and information management
problems during disaster and emergency responses.

Situational awareness is the individual® understanding of what is occurring and it is specific to
the issue or problem you are dealing with, including the status of the event, the position of staff,
status of schools, equipment/vehicle resources, environmental information, threats, risks and
offenders.

Each level is responsible for ensuring that the appropriate information is injected into the Local
Disaster Coordination Centre (LDCC), the District Disaster Coordination Centre (DDCC) and
the State Disaster Coordination Centre (SDCC), to support the COP. The COP should be a
primary reference point and point of truth to organisations. A product of the COP is the Situation
Report (SITREP) which is managed from the SDCC and this will consist of relevant information
collated from all agencies.

In disasters where the SDCC is operational, the COP is their responsibility and the Department
contributes information to assist. The Department may also manage their own COP within the
ECC to provide situational awareness for the staff of the Department who have roles and
responsibilities during such an event.

Efforts in developing both the common operating picture and situational awareness will
enhance decision making and outcomes.

1.5.7 Managing risk and uncertainty

Risk management is a systematic process to identify risks and analyse the likelihood and
consequences of identified risks from disasters and emergencies. Treatment strategies must
be included in ERPs and BCPs to minimise the impact. The Department has a range of risk
management guides such as the School Risk Rating spreadsheet to assist staff and this is
particularly relevant to the formulation of the Regional Emergency Response Plan and the
School Emergency Response Plan.

I n |l aymanédés ter ms, risk has been describ
vulnerabilities. So accurately assessing threats and identifying vulnerabilities is critical to
understanding the risk to your assets.

Asset i People (staff, students, visitors), property, reputations, equipment, data
and information. These are the things we are responsible for protecting.
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Threat i Anything that can exploit a vulnerability, intentionally or accidentally, and

obtain, damage, disrupt or destroyanasset. A t hreat i s what wedre

against.

Vulnerability i A weakness or gap in a security program that allows access to an
asset which can be exploited by that threat.

Risk 7 The potential for loss, damage, disruption or destruction of an asset as a
result of a threat exploiting a vulnerability.

When conducting a risk assessment, the formula used to determine risk is:
A+T+V=R
Asset + Threat + Vulnerability = Risk.

So threats may exist, but if there are no vulnerabilities then there is little or no risk to the
organisation. The understanding of risk management and its application to decision making
and the recording of decisions is essential for all staff involved in the arrangements.
Unfortunately in the disaster and emergency context most decisions and actions will have a
residual element of risk that has to be accepted.

The State-wide Natural Hazard Risk Assessment (2017) and the School Risk Profile are
available as source documents for consideration when preparing the ERPs.

Controllers should carefully determine risks, analyse and minimize as many hazards as
possible, and then only take prudent risk when necessary. The amount of risk which is

t

ry

acceptable is referred to as the o6risk appetit

appetite will support consistent and timely decision making and service delivery improvement.
All decisions must be made on the primary consideration for the safety of all students and staff.

1.5.8 Action learning

An action learning approach is about reflecting on previous results and adjusting structures,
processes and plans. It is a valuable means of supporting the development of the organisation
and the leaders within. The learning can occur in structured training activities or through
operational reviews following disasters or emergencies. The process encourages more creative
ways of thinking and reacting by reflecting on what is working now and as well as what actions
can be improved.

The Department is committed to action learning by ensuring reviews of disaster and emergency
responses occur and the results are incorporated into updated ERPs and training.

1.6 Decision Making and Decision Logs

Decisions made, particularly during the course of a response phase, could be the subject of
significant scrutiny in any post-event review or inquiry. To that end the process of decision
making and the manner in which the decisions are communicated and recorded is important, if
not critical.

A decision making process, whilst simple, is essential to use both operationally and to
demonstrate later how various decisions were made. It providesa 61 ook back o
that was known at the time of the decision, the process and it confirms the time stamp of the
decision.

Page 13 of 88

at

t

he



Department of Education

Whilst there is a range of literature regarding decision making, there is acceptance that there
are two main methods of decision making including:

1.
2.

Rational Decision Making; and
Recognition Primed Decision Making.

The Rational Decision Making models suggest a linear process which may include:

= =4 —a -

1

Defining the situation/decision to be made;

Identify the important criteria for the process and the result;

Consider all possible solutions;

Calculate the consequences of these solutions versus the likelihood of satisfying the
criteria; and

Choose the best option.

The Recognition Primed Decision Making suggests where, as people become very
experienced in certain fields, they move to a model where experienced persons are able to
identify cues and indicators that let them recognise patterns. Based on these patterns the
person chooses a single course of action that they consider will achieve the outcome.

It was found that the recognition primed decision maker would run the action script through a
mental simulation based on experience and if the decision maker considers the action script
will achieve the outcome, they go ahead. As people become more expert in their chosen field,
as they have more and more experience, their ability to recognise patterns is enhanced. As
disaster management is not a regular or core business for most schools, it is more likely that a
rationale decision making approach will probably be used. Two models for consideration are

below.
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Options and
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Consider Powers
and Policy

Fig 1. The Rational Decision Making Model Fig 2. The UK National Decision Making Model

Irrespective of the model chosen the user may later be required to explain the process they
applied to making a critical decision during a response phase. A process enhances the
credibility of the decision by showing the range of considerations made before the decision.
Such decisions must then be recorded.

Key decisions that will be made prior to and after a severe weather event will be based around
the CE Directive 1/2019 regarding the Temporary Closure of Schools. The decision to close a
school may be very clear and easy to articulate or it may be difficult due to the level of
uncertainty of an approaching event and expected impact. Irrespective decisions need to be
documented and stored, preferably electronically.

A Key Decision Log (KDL) uses a format for recording decisions and the rationale (reasons) to
justify those decisions that will, or may, materially affect the course of a response and may later
bear judicial and community scrutiny. See Key Decision Log template located in Appendix 6.
The entries should be a contemporaneous recording of the decision. Included on the right hand
side of the page is a &onsiderations Matrix6to prompt the thought process with considerations
and factors which may be present in a decision.
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The criteria for a key decision should include, but are not limited to:

9 Overall operational strategy;

Advice received from stakeholders;

Response to an impact;

Planned acts under special legislation;

Evacuations and Lockdowns;

Pre-deployment for a weather event;

Actions which will affect business continuity outcomes;
Major resource changes, allocations or withdrawals; and
9 Health and safety risks.

= =4 =4 =4 -8 4 A

When recording the decision, to ensure the integrity of the record it is recommended that:

9 any delayed entries include reasons for the delay;
1 note persons who have contributed, or provided advice, to the decision are noted; and
9 include any source documents utilised.

1.7 Considerations i Advice and Directions

It is important to understand the role of the police and other emergency services or legislative
bodies who respond to a call for service from a school and the key legislation that may be
enacted in a disaster or emergency scenario.

When the emergency services respond to a call for service they only take command of their
incident response and the Team Leader or Supervisor commands their staff to achieve their
objectives. They dondt assume any command

provide advice as to what needs to be done by, or within the school, or they give directions for
certain things to happen. They may also take direct action to resolve an incident such as by the
police arresting offenders, moving trespassers on, searching for IEDs (bombs) or by generally
investigating complaints.

It is important to understand the difference between providing advice and being given
directions. Advice usually comes from an officer assessing an incident and using experience
to provide information about what he/she recommends should be done. Directions are given
when officers assessing the gravity of the situation decide to enact legislation and utilise the
accompanying powers. From this they may give directions as to what is to occur and use
powers to physically impose activities to achieve a solution. In short advice may be accepted
or rejected but directions must be complied with.

If in doubt the Principal must ask if they are getting advice or a direction.

Directions can only be given under legislation and the two key pieces of legislation relevant to
disasters and emergencies are:

1 The Public Safety Preservation Act; and
1 The Disaster Management Act 2003.
An extract of the most relevant sections of these Acts is contained in Appendix 14.

The full versions are available from the following links:
https://www.legislation.gld.gov.au/LEGISLTN/CURRENT/P/PublicSafetyA86.pdf

https://www.leqgislation.gld.gov.au/leGlsltn/CUrrent/D/DisastmanAQ03.pdf
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1.7.1 Considerations for Decision Making
Advice

In schooling environments and under most circumstances police cannot direct things to occur
but can only advise what should, or needs, to be done, or request certain things to happen.
The Principal remains in command of his/her staff and may instruct them to action the advice
or support the request. Normally the relationship with the police is very collegial, but an
occasion may occur when a Principal does not concur with the advice received by the Police
or other emergency service or is not prepared to comply with such advice due to a range of
reasons, such as the assessed impact on the safety of the staff or students.

If it is advice, then, it is there to accept or reject. But if a Principal is not agreeable to or
concerned with the advice, then they have various courses of action available:

1. Discuss it and outline your concerns and the impact of that advice on the School,
looking for better advice or another way forward; or

2. Accept it on this occasion and then make it the topic of later discussions or debriefs.
This would be on those occasions when they do not feel strongly enough about the
issue or advice to reject it; or

3. Reject it and seek further consideration from a higher rank within the Police eg the
Officer in Charge of the local station or the District Inspector. They are always only a
phone call away; or

4. Reject it and do nothing, or take another course of action which the Principal
considers safer or more practicable.

In either case it is advisable to document the issue using the Decision Log (Appendix 6),
indicating the advice received and the reasons for not taking the advice. This is so as to have
a record should the issue later be the subject of follow-up discussions.

Directions

However should the Police or another emergency service or agency deem that the matter is
so serious, they may use legislation to manage the incident. The Police may declare an
Emergency Situation under the PSPA at which time they have significant powers to do things
such as cause an evacuation, enter premises, the removing people from locations (by force if
necessary), or to take control of resources and assets, etc. All actions would be in the interests
of the safety of students, staff and the community. Even if this occurs the Police will nearly
always require school support to manage the environment about them.

If it is a direction using any legislation, then the direction should be complied with.

It should be noted that the invoking of such legislation e.g., PSPA, would not be because of a
conflict with a Principal, but only because of the seriousness of the event/incident occurring
and the requirement of more powers. And it would happen even when the school is fully
supportive of police advice and actions. Incidentally, such powers are not bounded by any
school fence line, but by the declared area of the emergency situation.

In summary, the Principal remains in command of the school, staff and students and the police
control their incident response. The Police do this by providing advice to Principals or by taking
direct actions. They only take overall control of the site when they invoke legislation, usually
the PSPA, and when this occurs the Police still require significant support from the Principal
and the school to achieve their objectives.
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1.8 The four phases and activities of the State Disaster Management
Framework

There are four recognised phases within the State Disaster Management Arrangements. They
are prevention, preparation, response and recovery. These phases are used as guides for the
Department 6s overal/l management of its arr

1.8.1 Prevention

The Prevention Phase involves conducting an assessment to identify potential hazards and
develop procedures and policies designed to mitigate or prevent damage. Prevention activities
include:

1 identifying and assessing hazards and associated risks presented by the natural or
built environment;

reviewing and improving work practices;

addressing Workplace Health & Safety (WH&S) issues;

reviewing relevant policies;

reviewing and improving security including signage, fences and sign in for visitors;
undertaking any school modification; and

planning and preparing ERPs.
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E&SS is responsible for developing state-wide emergency management policy for the
Department, providing emergency advice and assistance to state schools and DoE workplaces,
including operational response services until they move into the Executive Response Team. It
also provides advice to assist state schools and DoE workplaces review response and recovery
procedures for their ERP.

Every government workplace and state schools in Queensland is required to have a
documented ERP as part of its normal operational activities. The purpose of the ERP is to:

9 provide details of roles and responsibilities, tasks and contacts for response activities;

1 minimise the impact of these events on students, staff, volunteers and visitors; and

9 facilitate the return of the state schools or DoE workplace to normal operations as
soon as safely possible.

1.8.2 Preparedness

The Preparedness Phase involves the taking of preparatory measures including final
development or testing of plans and procedures to ensure that, if an event occurs, state schools
and DoE workplaces can make decisions and assign resources to cope with the effects of the
event. Preparedness activities include:

1 implementation of controls to mitigate risks identified;

9 communicating the ERPs to all stakeholders;

9 undertaking Business Continuity Planning (BCP) that considers disruption due to a
disaster or emergency;

9 practice the establishment of response teams and centres;

9 conducting table-top or functional exercises; and
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1 conducting evacuation, lockdown and other scenario exercises regularly, ensuring
outcomes are recorded in MyHR WH&S.

Event Preparedness Timeline

Bushfire Season Ends Allocated Exercise Scenario period Storm Season Starts Cyclone Season Starts
to test EMP

4 e

»

|[ JAN ]’ FEB T MAR Y APR \-E AUG Y—SEI'»' ] ocT r NOV DEC }
T . 0 0

Bushfire Season Starts

Cyclone & Storm Review EMP and
Season Ends update contact details

With a focus on summer weather events, the above representation is effective. However when
considering the broad nature of disasters or emergencies this becomes less useful as
responses (and subsequent recoveries) need to be ready for year-round implementation and
so the prevention and preparation phases are actually concurrent activities. This poses some
additional challenges for the Department to be ready 24/7 and for 365 days per year.

1.8.3 Response

The Response Phase i nvol ves i mpl ementing
arrangements which are scalable to the intelligence and the enacting of the ERPs to respond
to a disaster or emergency. Response activities include:

1 ensuring the safety, health and wellbeing of staff, students and visitors;

1 ensuring the provision of first aid/medical treatment if required;

i activating and implementing an ERP;

9 activating the DoE response structure including the ERT, Regional Response Team
(RRT) and SRT;

1 liaising with Emergency Services and other response agencies;

T adjusting and maintaining the school &s

9 supporting the school community; and

1 managing public information relevant to the Department.

1.8.4 Recovery

The Recovery Phase involves working with affected members of the school community and
others to recover and return the schools and DoE workplaces to resume normal service delivery
as soon as safely possible after a disaster or emergency.

Recovery can be defined as short (24 hours), medium (first week) and longer term. Short term
recovery activities could include:

1 monitoring staff reactions;

9 arranging psychological first aid;
1 managing HR issues;

1 implementing the BCP;
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planning and coordinating the recovery;
identifying any structural or other requirements ;
collecting and communication information; and
9 reviewing emergency response plans.
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The four phases are not exclusive and each phase can overlap or exist concurrently with
another. An example is that the cycle of prevention activities can continue across all phases
and the recovery phase, for a large event, may be stood up prior to the impact to permit the
preparation of recovery resources.

1.9 Stakeholder Engagement

As with day to day operations within the Department, there is connectivity to a range of support
agencies, stakeholders, interested parties and suppliers, so too it is for disaster response
operations. The additional dimension is the engagement with these groups being under
increasingly difficult circumstances where communication and decision making may be under
extreme operational pressure. In such an environment successful outcomes will become reliant
on:

agreed protocols;

the ability to communicate;
resilient relationships; and
1 trust.
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These factors will have to be embedded before a disaster or emergency impacts and this will
only be successful through engagement in the prevention and preparation phase.

Stakeholder engagement has to occur at every level within the Department to ensure
operational responses have the highest chance of success. To this end a strategy for
engagement at each level must be developed. In many cases relationships in day to day
operations extend directly into the response operations. It is important for each level to review
their stakeholders who may play roles in disaster and emergency responses and engage with
them both through the structures within the State Disaster Management Arrangements and
through specific engagement as identified.

There are few shortcuts to gaining the trust of others but our operational environment of dealing

with our partner agencies both cor4jsusautaklidy and
activities such as disaster management meetings and training activities will benefit all involved.

This enables relationships to be built before they are tested at critical incidents. Developing

such trust takes time, and it must be earned.
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ABeing preparedo

2.1 The Role of the Emergency and School Security Unit (E&SS)

The E&SS coor dinates the delivery of the Department
purpose of facilitating disaster management prevention and preparedness outcomes for state
schools and DoE workplaces.

Their responsibilities support the Department to meet its obligations including:

1 developing disaster and emergency management document including the Executive
ERP, Quick Reference Guides, and templates for Emergency Response Plans;
training response personnel for disaster events where required;

conducting exercises to refine and test response arrangements;

performing regular audits of response capacity within schools and workplaces;

leading the preparation and management of the response to natural hazard events;
monitoring local response and recovery operations when the disaster management
arrangements are not enacted; and

1 maintaining the ECC technology.
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The E&SS will be notified of a natural hazard or threat from human-caused events through
multiple information channels from relevant stakeholders which may include:

1 School or DoE workplace staff;
the Media;

Regional staff ;

Members of the public; or
SDCC Watch Desk.
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On receipt of an incident report, the E&SS will immediately notify stakeholders and, if
appropriate, recommend the activation of the ECC. Alternatively the E&SS may provide support
to the Regional or School levels in their business as usual mode or within the local or regional
disaster management mode without the activation of the ERT and ECC.

Prior to the activation of the ERT and ECC, the E&SS will be responsible for:

9 Gathering Intelligence prior to (and throughout an event);

Leading the prevention and preparation to natural hazard events;

Supporting response and recovery operations of a lesser nature event;

Providing adequately trained personnel and equipment for the response to disaster
events where required;

Supporting Regional Directors;

Storing and maintaining emergency response equipment;

Liaising with SDCC and the SDCG;

Reporting during and after an event not requiring activation of the ERT; and

9 Liaising with non-state schools, universities and ECEC.

= =4 =4
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In the response phase, the E&SS becomes part of the ERT supporting the ERC. In the recovery
phase, the E&SS monitors recovery operations when the ERT has stood down.
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2.2 The DoE Disaster Response Structure

The DoE structural arrangements are scalable to the developing scenario or the impact of an
unforeseen event. It may commence at the local level with a school principal managing an
incident. As the event or impact escalates it may cause the regional level to become involved
to support the sc h o o | or to brief the DepartmentwithaAl tern
significant expected impact, the Department may be directed, through the Director-General (or
their delegate), that the three tiered structure is stood up in part, or full, to manage the response.

As shown below the Department adopts a scalable three tiered structure based on the
recognised strategic, operational and tactical levels which connects to the State Disaster
Management Framework.

The three levels equate to the Depart ment 6s Executi ve, Regi onal
structure then connects to the State Disaster Management Framework.

The Minister and Director-General

Whilst the Minister has ultimate responsibility for departmental management and is legally and
politically accountable to Parliament, he/she is not a part of the operational decision making
framework. However the Minister has constitutional responsibility to act in the public interest
and provide a focal point for the portfolio to ensure the media and public receive correct and
non-contradictory information.

The Director-General (DG) is DoEO s representative on the State
Committee (SDMC) and is accountable for the departmental response and operations. The

Deputy Director-General, Corporate Services is the nominated proxy. The DG briefs the

Minister on the situation including expected impact and recovery timeframes, ensuring that
stakeholders are aware of issues and remedial action to be undertaken and that disaster

recovery teams have the necessary resources and support to perform their duties. A senior

officer represents DoE at the State Disaster Coordination Group (SDCG) and may have support

staff assisting. This may be the ERC or it may be another delegated senior member. Staff from

the DoE Strategic Communication and Engagement (SCE) will support the whole-of-
Government public information effort at the SDCC.

2.3 The Executive Level (Strategic)

The command and control of the Departmentd sesources during a disaster or emergency
ultimately rests with the Director-General. To deliver the required response across the
Department during critical periods it is necessary to have a three tiered structure ready to be
activated to meet the operational needs.

2.3.1 Executive Response Controller

The strategic level or the executive level response consists of the nominated lead being the
Executive Response Controller who will be supported by an Executive Response Team which
will work from, and manage the response, at the Executive Coordination Centre.

The ERC is responsible to the Director-General. The Deputy Director-General, ISB, is the
nominated ERC and is responsible for activating and directing the level of response across the
Department.
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The ERC will not be on site, but usually located within Central Office at Education House in
Brisbane. The ERC, or their delegate, will represent the Department on the State Disaster
Coordination Group (SDCG) at Kedron and may also have support staff assisting. Alternatively
the ERC may nominate a delegate to represent that role at the SDCG.

The key responsibilities of the ERC include:

1 Leading the Executive Response Team;

Setting the strategy;

Guiding and advising the Regional Response Controller(s);

Manage DoE information and establishingthe DoE6 poi nt of trut ho;
Monitoring the response (adequate and effective);

Seeking external support as required; and

Connecting to the SDCG at the SDCC.
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2.3.2 Executive Response Team

The command and control of DoE resources during a disaster or emergency ultimately rests
with the Director-General. To deliver the required response across the Department during
critical periods it is necessary to have a three tiered structure ready to be activated to meet the
operational needs.

The executive level response consists of the nominated lead being the ERC who will lead the
ERT which will be supported by the ESG and work from the ECC.

The ERT and ESG may operate in a scalable posture depending on the size or context of the
disaster or emergency and this will be determined by the ERC who may direct a shift in status.

The ERT delivers the strategic direction, guidance, support and resources to the Regional
Response Controllers (RRC) and is the peak disaster and emergency management decision-
making body in the Department in accordance with the Executive Emergency Response Plan.

The role of the ERT is to:

1 Provide support, guidance and problem solving capacity to the ERC and RRC;

1 Monitor the role and performance of the RRTs:

1 Provide support to the DG at the QDMC, the SDCG or at the State Crisis and
Communications Centre; and

I Address issues raised through mainstream lines of communication and resolving or
redirecting such into the disaster or emergency management stream within the ERT;
and

9 Be accountable to the Director-General, DoE.
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Following is a schematic of the ERT:

EXECUTIVE
RESPONSE | ““coorer
TEAM DDG CS

REGIONAL

ADG ISB
Operations DIR CEP
Coordinator

EXECUTIVE SUPPORT GROUP

Logistics

Operations Intelligence .
P g & Finance
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The management task of the ERT is to bring together an integrated, organised and resourced
DoE network that can take appropriate and timely action to prevent, mitigate or respond to the
effects of the disaster or emergency.

The ERT will consist of the most senior members of the Department and is activated by the
ERC which is usually the Deputy Director-General, Corporate Services. It may also include
some liaison officers from other agencies as required and invited by the ERC.

The ERC will ensure arrangements are in place to enable a close working relationship with
relevant DoE functional areas and any external supporting agencies. The mechanism for
coordination activities with other agencies will be via the ESG. This synergy of agency
resources will facilitate effective co-ordination and providethe DoE o per at i onal

A guorum of seven members is required for ERT meetings.
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2.3.2.1 The Executive Response Controller

The ERC is the Department® responsible officer to lead and oversee the response and is
accountable to the Director-General. The ERC will direct, control, coordinate and/or
communicate to DoE regions and supporting agencies. The ERC will form the ERT and activate
the ECC as required.

The ERC is nominally the Deputy Director-General, Corporate Services.
The role of the ERC includes:

1 Leading and coordinating the Department& disaster or emergency response and
recovery;

Forming the ERT, ESG and activating the ECC;

Managing and coordinating resources to support the regional responses;
Representing DoE at the SDCG, if required,

Providing strategic direction and support to RRCs;

Monitoring the Regional ERPs; and

1 Being accountable to the Director-General, DoOE.
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During a disaster situation the ERC will ensure close liaison is established with the SDCC to
coordinate and support the whole-of-Government response. Whilst the State Disaster
Coordinator at the SDCC will be the overall command and control authority for the whole-of-
Government response, the ERC remains responsible for the strategic control of DoE resources
to support the state-wide response to disasters or emergencies.

2.3.2.2 Regional Directors

Regional Directors usually assume the role of the RRC under the Regional Emergency
Response Plan. Subsequently the RRC (RD) of an affected region(s) becomes part of the ERT.
Other Regional Directors may also be invited into the ERT depending on the location, size or
scale of the disaster or emergency and the potential for spreading to or impacting on adjacent
or other regions.

The RRC will teleconference into ERT meetings.

2.3.2.3 The Executive Support Group

The ESG supports the leadership, management, planning and coordination functions of the
ERT using a team structure to deliver the required organisational outcomes. Central to this is
the development of the COP to support situational awareness for decision making within the
Department.

The ESG includes the following functional cells:

Operations Cell;

Intelligence Cell;

SCE Cell;

Logistics and Finance Cell; and
HR and Wellbeing Cell.
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The Assistant Director-General, Infrastructure Services Branch (ADG ISB), who sits on the
ERT, also assumes the role of the Operations Coordinator and leads the ESG.

Appendix 1 outlines the role and responsibilities of the functions within the ESG.
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2.3.2.4 The Executive Coordination Centre

The ECC is a purpose built facility, activated as required as a place from which the ERC can
monitor, guide and support regional and school controllers managing major DoE responses to
disasters or emergencies.

The ECC is located on the 4™ Floor of 30 Mary Street, Brisbane. It has the technology to support
information gathering, data storage and display, along with managing response operations to
support the Regions.

The function of the ECC is to house the ESG to support the ERT. It is where the DoE functional
area leaders and any other relevant agency (e.g. Building and Asset Services (BAS)) can co-
locate representatives who can provide advice on their current capability and contribute to the
DoE operational planning and response.

The ECC is equipped with information and communication technology that enhances the
situational awareness of the ERC and the ERT to better inform decision making at the strategic,
operational and tactical levels.

This co-location of any key support agencies within DoE enables the ERC to effectively
coordinate the response to the emergency, but it does so supporting the role and functions of
the SDCC at Kedron when activated.

Where circumstances prevent operation or access to the nominated ECC location, alternative
arrangements will be made by the ERC, which may include working from home arrangements.

2.3.2.5 Terrorist Incidents i additional consideration

The arrangements that are implemented for a terrorist incident vary from the disaster
management arrangements. During a terrorist incident the Queensland Police Service (QPS)
will assume operational command and operate from the Police Operations Centre in Police
Headquarters.

The Australia New Zealand Counter-Terrorism Committee (ANZCTC) Handbook states that
6The Police Operations Cstategic eperafidhdd Commapd forvai d e s
response to an incident or act. It also provides liaison and coordination between other State or
Territory command and coordination centres.

Should the incident impact on DoE then the ERC will establish communications with the POC.
Similarly the ERC can embed a DoE representative in the POC of sufficient authority to speak
on behalf of the ERC or the Director-General and support the coordination of information flows,
communications and other aspects of the response and investigation as required.

2.3.2.6 Ancillary Roles

During the course of disasters or emergencies (including acts of terrorism) the Queensland
Government may enact other entities to provide strategic advice and guidance to response
agencies and the community. These include:

1 The Queensland Security Cabinet Committee (QSCC) which provides strategic
leadership in relation to counter-terrorism preparedness arrangements and the
management of a terrorism incident in Queensland; or

1 The Queensland Disaster Management Committee provides strategic leadership for
disaster preparedness, response and recovery in Queensland.
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The Queensland State Crisis and Communication Centre (SC3) which operates virtually at
a strategic, whole-of-Government policy level and has contacts in each department in case the

A

situation requires that departmentdés input.

These structures may require DoE participation usually through the Director-General or other
key senior members of the Department depending on the context of the threat or event.

A senior officer must also represent the Department at the SDCG and may have support staff
assisting in the SDCC. This may be the ERC or it may be another delegated member. Staff
from DoE Media will support the whole-of-Government public information effort at the SDCC.

In events where the health of the community is at risk, the State Health Emergency
Coordination Centre (SHECC) is convened by the Department of Health and this may require
participation by the DoE staff from the Organisational Health Unit. They also represent DoE on
the whole-of-Government State Human and Social Recovery Group (SHSR) and are the liaison
point into the ERT.

2.3.2.7 Activating the ECC

The decision to activate the ECC will be made by the Director-General, DoE or the ADG ISB
who will assume the role of the ERC after consideration of:

The severity of the event, including the number of DoE sites likely to be impacted;
The potential impact on school or regional operations;

The potential impact on the safety of students or staff;

The potential impact on DoE facilities or assets; and

Other relevant advice.
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The ERC may also activate additional staff to assist with the management of the ECC and may
invite other officers/sections to sit on the Advisory Group depending on the context of the event.

Further information on the Executive Level is at TRIM Ref: 16/469289.

2.4 The Regional Level (Operational)

The Regional or operational level comprises regional resources and the Regional Director
assumes the role of the RRC. The RRC is responsible for the control of the regional response
and reports to the ERC. The RRC commands and coordinates the RRT and the Regional
Emergency Response Plan. The RRC will most likely be located closer to the incident, and in
the case of some incidents (floods/cyclones) may be within the event.

The key responsibilities of the RRC are to:

i Lead the Regional Response Team;

1 Manage the regional response;

9 Support the School Response Controllers; and
9 Connect to the DDCG(s) and DDCC(s).

2.4.1 Regional Response Team

The RRT team is the regional level decision making body and is responsible for providing
support to the tactical or school level. The RRTs are the key operational team to coordinate the
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regional response which may cover a large geographic area and may have a significant span
of control. The RRT coordinates local resources and information, identifies tasks where extra
resources are needed and passes information and requests to the ECC.

The recommended structure of the RRT is as below. It has a more expansive structure than
the ERT, but this is due mainly to the span of control of the RRT. But it is also scalable
depending on the direction of the RRC and needs of the regional response.

The structure may also include a Regional Advisory Group.

Regional
Response Controller

Operations Intelligence Logistics Finance Communications HR & Wellbeing

2.4.2 Regional Coordination Centre

A Regional Control Centre (RCC) will be established at a suitable location within the Region
and will provide the technical capability for the RCC to communicate with the ECC and from,
and to, regional schools and DoE workplaces.

2.5 The School Level (Tactical)

The tactical level is set within the schools. The controller will be known as the School Response
Controller (SRC) and will be the Principal (or their delegate). The SRC directly controls the
schools resources at the incident. Central to this is the authority of the Principal under the CE
Directive 1/2019 Temporary Closure of Schools to temporarily close and re-open their schools.

2.5.1 School Response Controller (SRC)

The primary responsibility of the SRC is to implement direct actions that will achieve the
objectives of the School Emergency Response Plan. In some instances, this may require
additional tactical planning and the setting of new or additional objectives depending on the
disaster or emergency.

The key role of the SRC s to:

Lead the School Response Team;

Be on site whilst the school is functioning;

Temporarily close and re-open the school in line with the CE Directive;
Implement tactical actions and coordinate resources;

Communicate with stakeholders;

Provide for the safety and wellbeing of students and staff; and
Connect with the Emergency Services or LDMG.
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The SRC reports to the RRC.

2.5.2 School Response Team (SRT)

The SRT team is the school level decision making body and is responsible for providing support
to the staff, students and school community. The SRTs are the key operational team to
coordinate the school response, manage information, identify tasks and where extra resources
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are needed and necessary, pass information and requests to the RCC. The structure of the
SRT is consistent with the basic structure of the RRT as outlined on the previous page.

But it is also scalable depending on the direction of the RRC and needs of the school response.
In small schools these functions may be compressed to one or two staff members.

2.5.3 School Coordination Centre (SCC)

The SCC is usually a location within the school where the SRC and the SRT can operate. It
may be a location/room which has the resources (space and technology) to support the
required functionality.

The SCC should also have an alternate location from which to operate and this will be identified
in the BCP.

2.6 LDMG and DDMG Roles

The QLD Disaster Management Act 2003 forms the legislative basis for disaster management
activities across all levels of government, and represents best practise in promotion of a
comprehensive approach to disaster management.

Nominated DoE members will represent the Department on Local Disaster Management
Groups (LDMG) and the District Disaster Management Groups (DDMG). In accordance with
the DoE response structure and the State structures, it would follow that a representative of the
RRC attends the DDMG, and a local Principal or their representative attends the LDMG.
However in some areas it is impracticable for all principals to be required to sit on an LDMG.
This would be due to the number of principals in the local council area, e.g. in South East
Queensland or due to their remoteness from the LDMG. Subsequently arrangements across
the State will vary. This may involve the RRC assigning members of the regional staffing model
to be attached to an LDMG and report to both the SRC and the RRC.

It is required that each DoE region nominates active representation on each LDMG and DDMG
in their respective locations and that this occurs before the commencement of the annual
disaster season. All nominations for each region must be up to date and the region must send
a copy of these memberships to the E&SS before the commencement of the disaster season
each year or when positions are changed.

Formally nominated positions on LDMGs and DDMGs need to be of a sufficient level that,
during operational responses, they can commit the resources of the Department in accordance
with the Department® jurisdictional responsibilities and with the full authority and responsibility
of the RRC or the ERC.

2.6.1 The District Disaster Management Group (DDMG)

A DDMG is chaired by the District Disaster Coordinator who is usually the Superintendent (or
Inspector) of Police assigned to the encompassing Police Region and while membership can
vary, it includes representatives of those State agencies responsible for the hazard specific
arrangements and functions of disaster management and a representative for each local
government in the district.

In undertaking their normal DDMG responsibilities, members should ensure they:

fattend DDMG activities with a full kn
services and the expectations of this Department;
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9 are available and appropriately briefed to actively participate in DDMG activities to
ensure that plans, projects and operations use the full potential of their agency or
function, while recognising any resource or capacity limitations;

9 are appropriately positioned within their agency to be able to commit agency resources
to DDMG normal business activities;

1 have completed relevant disaster management training;

1 have a proxy who is appropriately trained to take on their responsibilities should they
be unavailable or to provide additional support during extended operations;

9 maintain a current contact register for DDMG members;

I maintain copies of the District Disaster Management Plan and supporting
documentation, as appropriate;

9 ensure resources are available to participate in disaster operations; i.e. access to a
laptop, information management templates, operational checklists, telephones and
human resource provisions;

1 participate in disaster management exercises and training opportunities; and

1 contribute to the DDMG annual operational plan as requested.

In order to be effective during operations, DDMG member administration and activation
processes should include:

T i mmediately informing the Depar teinfercing tharf t he
role as the designated single point of contact between the DDCC and their agency;

1 maintaining a close liaison with all members of the DDMG including participating in
briefings/meetings of the DDMG and operating from the DDCC as required;

1 when possible, assessing the likelihood of extended operations and the possible need
to implement member relief arrangements; and

1 ensuring appropriate agency specific disaster cost management arrangements are
established quickly and utilised effectively, including the collation of financial
documentation to ensure costs are captured for reimbursement, where eligible.

2.6.2 The Local Disaster Management Group (LDMG)

The Mayor, or another councillor of the local government, is appointed the Chair of the LDMG,
and the Chief Executive Officer (CEO), or another employee of the local government, is
appointed as the Local Disaster Coordinator (LDC).

Generally an LDMG is comprised of the following members:

9 The Chair (the Mayor or Councillor);

Deputy Chair, LDC (delegated local government staff member, often the CEO);
representatives of various functional areas of local government;

local representatives of the police and emergency services;

Regional representatives from Emergency Management Queensland (membership role
not coordination of response);

1 key local industries; and

9 community representatives, (i.e. school principals or a Regional DoE representative).

=a =4 —a -

The DoE LDMG representative should ensure they:

9 attend LDMG activities with a full knowledge of their agency resources and services and
the expectations of their agency;
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9 are available and appropriately briefed to actively participate in LDMG activities to
ensure that plans, projects and operations use the full potential of their agency or
function, while recognising any limitations;

9 are appropriately positioned within their agency to be able to commit agency resources
to LDMG normal business activities;

9 attend and complete appropriate disaster management training to ensure an adequate
level of understanding of the Queensland Disaster Management Arrangements and
Framework and the Department® arrangements; and

1 have an appointed proxy who has the necessary expertise or experience, and is
appropriately trained to take on their responsibilities should they be unavailable, or to
provide additional support during extended operations.

Members should maintain a state of readiness for activations by:

9 maintaining current contact registers for LDMG members;

1 maintaining copies of the Local Disaster Management Plan (LDMP) and supporting
documentation, as appropriate;

9 ensuring resources are available to participate in disaster operations; i.e. access to a
laptop, information management templates, operational checklists, phones and human
resource provisions;

9 being appropriately positioned within the Department to be able to commit agency
resources to LDMG operational activities;

1 participating in disaster management exercises and training opportunities;

1 immediately informing their agency of the activation of the LDMG and reinforce their
role as the designated single point of contact between the LDCC and the Department;

I maintaining a close liaison with all members of the LDMG including participating in
briefings/meetings of the LDMG and operating from the LDCC, if appropriate; and

1 ensuring appropriate agency-specific disaster cost management arrangements are
established quickly and utilised effectively, including the collation of financial
documentation to ensure costs are captured for reimbursement, where eligible.

The relationships between the Department and the DDMGs and LDMGs during disaster or
emergency responses will be optimised by the Department ensuring that engagement in the
broad ambit of these groups is managed and maintained. The foundation of such relationships
should occur in the cycle of meetings, training activities and exercises that occur on an annual
basis.
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APeople first, things secondo

3.1 Contemporary threats to schools

Schools may be subject to a range of threats which due to their vulnerability may pose
significant risk to the students and staff.

The threats may emanate from extreme weather events, explosions or fires, epidemics,
infrastructure failures or disruptions, gas or chemical spills, accidents, cyber-attacks, criminal
acts or terrorism.

In recent times there has been an emergence of:
1 threats from persons using the internet as a vehicle for delivering threats;

1 threats from persons using the internet to penetrate, obtain or destroy schools
information systemsand/ or t heir records (and the Depart

T threats emanating from persons who may be located in other countries;

1 threats from a person who may implement an indiscriminate armed attack on the
school sd popul ation; or

1 threats fromagroup of personswhomayund er t ake a o6t erroristoé sty

These and other threats or incidents require Principals and staff to have an understanding of
some legislation that police may have to enact to manage such an incident. It also magnifies
the importance of relationships with police and having some understanding of how they may
respond and operate within a school.

3.1.1 Tactical responses available in disasters or emergencies

DoE has adoptedan 6 a | | h az ar tbshe g@aprning af eespdnde strategies to disasters
or emergencies and subsequently there are generally three response strategies that can be
implemented prior to, or during, a disaster or emergency.

The response strategies, which can be implemented singularly, or jointly, are:

Evacuation of the facility;

Lockdown of the facility;

Temporary Closure of the Facility (See CE Directive 1/2019); or
A combination of responses.

=A =4 4 A

Of note these responses can be concurrent to other agencies responding to support the school
such as ambulance, fire or health services.

Which one?

Section 1.6 refers to decision making and outlines the purist approach to decision making.
Principals (Managers and Leaders) are at times confronted with circumstances that require the
ability to make decisions under demanding and stressful circumstances. Such decisions
inevitably have to be made when threats are being applied against vulnerabilities which results
in a dramatic rise in the level of risk being exerted on the school or workplace and where the
consequences of poor decisions are significant.
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Whilst general responses to certain threats are well known, others by the nature of the threat,
the vulnerabilities of schools and the risk to staff and students make them for difficult to deal
with.

3.2 Activating the Response Framework

The activation of resources in response to a disaster or emergency is scalable and depended
on the complexity of the event. Disaster response activation considerations include:

1 location of the incident and its potential impacts;

1 geographic extent and physical size of the disaster event;

9 capacity of local, state or national response agencies to undertake the incident
response, e.g., equipment and skills;

1 degree of multi-agency involvement;

legal, compliance or safety issues which may need to be addressed,

9 accessibility of the incident site, e.g., transporting personnel to and from the incident
sites;

1 logistic support requirements to support the incident response and available supporting
infrastructure; and

9 stakeholder impacts and engagement, e.g., cultural, economic, environmental, public
or political and Traditional Owner interests.

=

The Department has adopted a graduated set of levels to guide the Executive, Regional and
School Response Controllers in implementing the required response. The broad levels of
response activation are outlined below.

Level 3

— n
= \.Level 2 .-~ OIS ERgPnse
+— vel |
3 With ERT and
= Levelr  egona ith ERT an
g Aol S SDCC DM support
g- \” ‘‘‘‘‘‘ - Response upp
S " Local Response
© / With E&SS
% , ép(u With LDMG support
o gy support
E ,5:“:,.»"/ BAU Response

DM support involvement

Each level can self-initiate but the Director-General or ERC can direct the implementation of
any, or all, Department response levels.
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Guide to the levels of response activation

Designation Description Response Implications
Business School Response 1 Managed under School
As Usual 9 Small and geographically contained incident i or workplace
(BAU) single school or DoE workplace procedures
disruption | § May require partial disruptions within School 1 Led by Principal or
1 Adequate local response capabilities and Officer in Charge
resources
9 Minimal stakeholder implications
Level 1 Local Response with LDMG support 9 Managed under the
9 Larger incident which requires stakeholder School Emergency
resources Response Plan
1 May require some E&SS level support 9 Led by Principal as
1 May require regional level overview logistics SRC assisted by LDCC
support and monitored by RRC
1 Minimal stakeholder implications 9 Monitoring by E&SS
1 No significant issues beyond managing local and reported to ADG
asset recovery ISB
Level 2 Regional response with DDMG and E&SS 9 Managed under
support Regional ERP
1 Complex incident requiring regional resources | § Led by RRC
or coordination (personnel and equipment) to 1 E&SS support
manage the response 1 Monitoring by E&SS
1 Requires logistic support through activation of and reporting to ADG
District level disaster resources ISB
9 Service delivery impacts are contained and
manageable
fTPotenti al 6ancill aryd
Level 3 State response with ERT and State level DM 1 Managed under
support Executive ERP and
9 Large, complex incident with significant service arrangements
delivery, community and stakeholder 9 Full activation of
(collateral) impacts Queensland State
1 Requires multi-agency logistic support through Disaster Management
activation of Queens]| a arrangements
management arrangements 1 Substantial technical
9 Potential community impacts require whole-of- support from ERT
Government coordination and management 1 Sustained strategic
through SDMG oversight and
9 May include declaration of a disaster involvement by ERT
9 Nomination of SDC 9 SDC event coordination

Early activation and appropriate resourcing of the teams is critical to expedite response
operations. All positions in the ERT, RRT and the SRT should be specifically allocated (even
though some positions may remain dormant). For minor incidents, or at a location with minimal
staff, an individual may be assigned multiple positions.

3.3 Transitioning from BAU to Disaster Management Arrangements

The transition into the DoE disaster management arrangements needs to be practiced and
understood. The shift has minimal implications as the structures have been aligned as much
as practicable with business as usual operations. However there are some subtle changes
with titles and roles that need to be clarified and understood. The following
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diagram displays how this transition occurs and, in particular, how the role of E&SS is absorbed
into the ERT.

Of note is that the Deputy Director-General level does not transition to a disaster
management level. The reason for this is that one or more of the DDGs may be required to
support the Director-General on the SDMC or to support the ERC. Of significance is that their
responsibilities continue to include the ongoing management of business as usual which will
continue across the majority of the Department which is not affected by the disaster or
emergency.

— Director-General > Director-General
DDGs
ERC
ADG > Executive Response Team
Executive Coordination Centre
ESMU
RRC
o R'Egion > Regional Response Team
Regional Coordination Centre
SRC
School > School Response Team

School Coordination Centre

Fig 3. Transitioning from BAU to DM arrangements.

3.4 Connecting to the State Disaster Management Arrangements

The Disaster Management Act 2003 (Qld) and the Queensland Disaster Management
Arrangements are the capstone documents which establish the state-wide framework across
government setting the obligations and arrangements to secure and protect Queensland
during disasters and emergencies. DoE contributes to these arrangements
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at all levels and there are a range of key stakeholders 1 all must understand their alignment to

the state arrangements.

The following is a simplified diagram which identifies the linkages of the Department® entities

to the State framework.

Queensland Disaster

Director-General

ERC

Executive Response Team

Executive Coordination Centre

Management
Committee

State

SDC

State Disaster
Coordination Group

State Disaster
Coordination Centre

Executive

RRC

Regional Response Team

Regional Coordination Centre

DDC

District Disaster
Coordination Group

District Disaster
Coordination Centre

Regional

SRC

School Response Team

School Coordination Centre

LDC

Local Disaster
Coordination Group

Figure 4: Aligning the DET and State Disaster Management Structures

Local Disaster
Coordination Centre

School

This illustrates the connectivity of the various departmental layers into the State Disaster
Management framework. For example, the SRC coordinates with the LDC at the LDCC and
reports up to the DoE RRC at the RCC as required.

Within the Department, this framework is supported by the specific strategies, plans and
guidance for each role, team and centre. The diagram is also indicative of the flow of

information pathways.

3.4.1 State Level Framework Activation
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There is a set of descriptors for the transition into activation mode which is used within the State
Disaster Management Arrangements for LDMGs, DDMGs and the SDCG. These

descriptors are used predominantly by the various levels in those arrangements and do not
necessarily relate to this agency. But for information the following is the terminology used:

Alert Lean forward Stand up Stand down
Be aware of the Prepare for Activate resources; Deactivate
situation; maintain a | activation; future actively contribute to | resources; resume
6wat chi ng |activatonis incident response. normal operations.
possible.

These descriptors may be applied by the ERC or the RRCs.

3.5 Specific Coordination Arrangements

The effectiveness of the Department® structures and their connection to, and ability to work
within, the State arrangements will rely on effective coordination. The coordination
arrangements should be consistent with Figure 4 above which identifies the general
relationships internally and externally.

As responses become more complex so does the potential for disconnects within the agencies
attempting to deliver responses and outcomes. Effective coordination, learnt and practiced in
the preparation phase, will mitigate the potential disconnects. Established relationships will also
assist during this process.

The coordination arrangements are built within the State Disaster Management Arrangements
and Quality Assurance Framework and mandate assessments, exercises and post operational
analysis to monitor currency and effectiveness of the arrangements. Within the State Disaster
Arrangements are the range of disaster management entities and other bodies which the
Department is required to support and contribute to. This places responsibilities on all levels of
the Department to provide representatives on such groups.

Entity DOE Representative

State Disaster Management Committee Director-General

State Disaster Coordination Group ADG ISB or their proxy

District Disaster Management Group Regional Director

District Disaster Coordination Centre Regional Director delegate(s)

Local Disaster Management Group Assistant Regional Director and/or nominated
Principal

Local Disaster Coordination Centre Assistant Regional Director and/or nominated
Principal or Delegate

3.5.1 Health, Human and Social Recovery Officer
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The Health, Human and Social Recovery officer is nhominated and provided to the ECC by the
DoE Organisational Safety and Wellbeing Unit and are the liaison point on the ECC for
communications regarding recovery. They also represent DoE on the whole-of-

Government SHECC when convened by the Department of Health and have a role on the
SHSR.

3.6 The ERT and the Strategic Assessment

The ERT is established for the duration of the incident response to provide strategic
management of the Department® response. When activated, the ERT provides administrative,
decision-making and communication support to the SDCG, and is the focal point for the
De p ar t mtmtegicwersight of the response.

Strategic approach

An event, emerging or occurred, may have scale and complexities above which are able to be
responded to in accordance with School or Regional Emergency Response Plans and may
require the Department through the ERT, to develop a strategic assessment and response
strategy to deal with, or support the Regions in dealing with, such an event. The Director-
General or ERC may call for a Strategic Assessment to be provided.

If so directed, the ERT will engage and consult with members of the SDCC and relevant
stakeholders within the Department and the Regions, in assessing the impact and courses of
action for the incident as it applies to the Department. This will be to identify issues and to
develop a strategic approach to the incident response, including the development of any
additional or specific response objective(s). A strategic assessment will include identifying:

1 the possible and likely scenarios that may unfold as a consequence of the impact of the
event or issues anticipated during the response;

1 the impacts, stakeholders and issues associated with the most likely scenarios; and
9 strategic resource requirements for the response.

A collaborative team-based approach to developing the strategic approach, particularly in
large-scale, complex incidents, will generate commitment and help to identify all issues to be
addressed in the response. The core of the information will be generated from the SDCC and
their COP and supplemented by Department specific information or issues to be resolved.

The information developed in the Strategic Assessment will inform the development of a high
|l evel overview of rbsponsetwihbe minagecar t ment 6 s

A subsequent Response Management Strategy will provide a common understanding of:

1 the incident context and stakeholders impacted;

9 issues, risks and proposed mitigations;

91 the response objectives and priorities;

1 any high level command, control and coordination arrangements (including liaison
arrangements and identification of statutory, combat and supporting agencies); and

1 the level of departmental support anticipated.

A Response Management Strategy template is available at Appendix 5.
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Periodic reviews should be undertaken during the response to:

1 ensure that the assumptions underpinning the strategic approach remain valid;

assess that the chosen strategic response approach remains appropriate;

confirm that the strategic response approach is being implemented effectively;

verify and quantify the results of the response efforts;

identify any emerging issues or trends which need to be addressed in the coming period,;
and

1 identify opportunities to improve response arrangements.

=A =4 -4 =4

Any Response Management Strategy should be endorsed by the ERT and disseminated to all

stakehol ders of the Departmentés response.

3.7 Managing the Response

The Department uses a process-based response management. A process is a structured set
of activities designed to accomplish a specific objective. Activities are not prescriptive in that
they detail how something should be done but rather the process focuses on what response
teams should accomplish, without dictating how it should be accomplished. By focusing on
what needs to be accomplished rather than how it should be done, this empowers responders
to use disciplined initiative.

However, this does not preclude the use of reference information for consideration which can
be found readily in Appendices or Quick Reference Guides.

The five processes in Response Management are represented below across the three tiers S-
Strategic (Executive), O-Operational (Regional) and T-Tactical (School) levels.

S Govern
—_— —
O Manage

Deploy Firalise

I — Implement —

Figure 5: Processes of Response Management

Understanding these concepts and the cycle of activities and distribution of responsibilities
supports the three tiered approach and enables a consistent, but flexible approach to response
management.

It also ensures that a single controller is not overwhelmed with too much responsibility and
should clearly delineate what needs to be accomplished and guide thinking towards effective
outcomes.
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The response processes need to be understood as this is what will be being undertaken by
other agencies supporting the Department. Some of these processes occur quickly and are
over before any cyclic nature in the response is evident.

Understanding the cycle will assist people andteamstost ay i n their d&édsswim | a
the system to work efficiently.

Govern Process

The objective of the Govern Process is to define the scope of the organisational response and
enable success by empowering the Regions and Schools to make decisions and conduct the
response. This role sits in the Executive Level.

Deploy Process

The objective of the Deploy Process is to set the foundations for success by getting an
appropriate response in place as quickly as possible to protect life and limit adverse effects.

It is important to understand that the decisions made during the Deploy Process are not fixed

and may need to be reviewed and modified before outcomes are achieved. The various
activities in this process are designed to get ¢
preparatory actions c an |fi Whaakte6?s0 | mportant Nowod and direct
issues.

Activities in the Deploy Process include:

1. Take command and build the Response Team(s);

Accept responsibility;

Ensure roles and responsibilities are understood;

Implement an Initial Response Strategy;

Acquire necessary resources and station them forward at a safe location;

Keep asking AWhat &Wh damsp oafiVaah tosldNappeh do make
things worse?0 ;

7. Keep asking AwWhat am |/ we doing and why am |/
8. Build the intelligence and information systems;

9. Conduct response briefings; and

10. Commence log of events/decisions.

o gk N

Activities in the Deploy Process can be occurring concurrently in the School and Regional

| evel s. For Sohoold mmha ¢ , b & hescanaaniesnogeschedule buses to close
schools ear | Regiond whiyl dte temgadgi ng and positionin
equipment and specialist staff nearby to be ready to implement or re-establish departmental
communications within the region as soon as practicable.

Manage Process

The objective of the Manage Process is progress. This is done by defining, directing and
reviewing the things that need to be accomplished as actions and reactions are observed. The
key to success in this stage is to break the work into pieces and develop objectives or tasks
around them.
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For the Manage Process to be effective there needs to be a dedicated Operations Officer within
Response Teams who:

1. Manages the response actions - decide, do, review;
2. Manages emerging risks; and
3. Contributes to common operating picture.

The Manage Process occurs within the operational level.

Implement Process

The objective of the Implement Process is to turn the operational objectives into actions that
have a positive impact on the situation. With the guidance provided by the next level, officers
exercise disciplined initiative and devise actions which enhance the response. Activities in this
phase include:

1. Acting within the Plan or directions given;

2. Making decisions to meet a changing environment;
3. Reviewing actions and reporting; and

4. Providing briefings across and up.

The Implement Process is about tactical (school) level activities being undertaken in
accordance with ERPs or by decisions which have been necessary due to the context of the
disaster or emergency.

Finalisation Process

The process of the reviewing of the actions undertaken determines when no further action is
required and when the situation is returning to a normal state or if there is a transition to a
Recovery Phase. When no further action is required the response may be finalised and closed
down. This process can be decided at any level of the response for their respective levels only.

3.8 Managing Coordination Centres

Disaster coordination is based on the principles of unity of purpose, a flexible and scalable

structure and effective communication, leadership and liaison. The Depar t ment 6s Coor
Centres are the focal points for all communications across the Department® response layers

and between other stakeholders in the disaster management arena. The type and size of
Coordination Centres activated for a disaster event varies, dependent on the scale of the event

and the geographical area it covers.

The purpose of the Department& Coordination Centres is to provide a location for the
Response Teams and their leaders to operate from. Overall, coordination centres can be
defined generally into four allocated roles:

1 Manage resources
o Direct and control staff and equipment;
0 Support other levelsoftheDepar t ment 6s response;
0 Requests and support other agencies;
1 Manage Information
o Collate, display, record and store;
o0 Establish redundancy options;
91 Develop intelligence
0 Produce documents;
o0 Contribute to SITREP;
1 Coordinate with other agencies
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o0 Establish lines of communications e.g. OCA Noggin system; and
o Ensure flow of information/intelligence.

Schools will utilise local resources to support their operational response. If these are not

available, or insufficient, they will request support from the region. If the regional level cannot

source resources to meet the requirements of the school level, the region level will request

support from the executive level, and so on. This is where coordination centres support the

escalation of requests, the joining of separateagenci es 6 resources and the
of multiple sources of support.

Central to effective operations is the management of information in a Coordination Centre. The
process by which information is managed is generally divided into six stages:

M Collection;

1 Collation;

9 Evaluation;

1 Interpretation;
9 Action; and

1 Storage.

Measured, considered planning for the establishment and management of Coordination
Centres is critical in ensuring the overall effective functioning of the Department& response
throughout the incident. Departmental Coordination Centres should be pre-determined and
identified in Emergency Response Plans. It is important that suitable facilities are determined,
documented and communicated to relevant disaster management group members and the
Coordination Centre staff.

The majority of Coordination Centres are not permanently dedicated venues; rather they are
temporarily transformed to perform their role in response operations. The fact that many are
temporarily transformed highlights the importance of having well established plans and
procedures for their establishment. Plans and procedures should be reviewed and tested to
enable their rapid implementation when activation of the Centre is required.

3.9 Operational Flow of Information and the SITREP

During the course of response operations, there will be a need for significant communications
between the various lead staff, the Response Teams and the Coordination Centres. This will
be facilitated by a range of modes of communication including, telephones, emails and the OCA
Noggin system. Generally the mainstream email and phone systems will be the primary method
of operational communication.

Regular SITREPs provide a COP to assist in response planning and reporting. A SITREP

schedule (detailing when SITREPS are required and provided) will be decided by the SDCC.

The key SITREP generated by the SDCC known as the SDCC SITREP will be distributed to all
government agencies, wusually twice tdadfl yt.r ulthhet ef
response.

The Department will use the SDCC SITREP to inform the organisation and may value add with
some further internal or more detailed information relevant to the Department. An internal
SITREP format is also used for additional communications to staff.

Whilst the SDCC will determine the frequency of the SITREP, DoE may need to communicate
more frequently to keep staff abreast of the most current information.
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The SDCC will advise of the discontinuation of the SITREPs and it is likely that the Department
may act in unison with the discontinuation of the internal SITREP.

BAS reporting will continue throughout the Recovery Phase and meetings will be held on an
@s requiredbbasis.
3.9.1 Situation Report (SITREP)

Tactical level

0 Tactical level SITREPs will be provided by BAS and SRCs (verbal reports, for
example) via telephone, teleconference, video conference and email systems.
Written formats should use dot points to convey information to the relevant officer
in the Operations section of the RCC for compilation);

0 Tactical level reports should be succinct to ensure that resources at the tactical
level can remain focused on response activities;

0 Relevant LDCC supporting activities will be reported through the established
systems implemented by the RCC.

Operational level

0 Operational level SITREPs will be developed by the Operations section of the
RRT,;

o Operational level SITREPs provide a précis of tactical/school activities and
operational issues and intentions;

0 Operational level SITREPs will be in a standardised format;

0 Operational level SITREPs will be distributed to the affected SRCs, the ERT and
the Department& representative at the DDMG (emailed where possible).

Strategic level

o Strategic level briefing notes will be developed by ERT, using information from
Operational level SITREPS;

0 These will be forwarded to specific strategic stakeholders as required, for example,
the DG DoE, Office of the Minister, BAS, media releases, and publicly accessible
web pages.

3.9.2 Teleconferences

The ECC and RCC should have teleconference capability, if possible, for designated key
stakeholders to share information and discuss issues. Teleconferences will be managed
through the Intelligence Section in the ECC. Where appropriate, teleconference protocols will
be developed to ensure the integrity of teleconferences and to maximise their benefits.

3.9.3 Records management

The SITREPs, assessments, reports and any document generated during the course of the
response will inform post incident debriefs, reviews, evaluations, cost recovery analysis,
incident investigations and subsequent inquiries. Hence the storage of information
electronically and in hardcopy is essential to the Department.
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3.10 Using DoE Facilities as Cyclone Shelters, Places of Refuge or Evacuation
Centres

During a disaster or emergency, a school, or buildings or areas within a school, may be used
to provide safer locations or facilities for students, staff or the community. The five modes that
DoE buildings may be utilised for includes:

Assembly Point

An Assembly Point is a designated location specifically selected as a point which is not
anticipated to be adversely affected by the hazard. Assembly Points would normally only be
utilised during events where specific shelter is not required and the duration of the evacuation
is not predicted to be lengthy. Assembly Points should have DoE staff support, but if utilised
for the community, it may not necessarily be staffed and evacuees may be requested to cater
for their own basic requirements during a short stay.

Evacuation Centre

An Evacuation Centre is a designated building specifically selected as a location not anticipated
to be adversely effected by the hazard. Evacuation Centres should be pre-determined and
clearly categorised for event suitability. It is important to note that an Evacuation Centre is not
suitable for use as shelter during a cyclone event but may be utilised for accommodation after
the cyclone has passed.

Place of Refuge

These are existing buildings which are not specifically designed as public cyclone shelters, but
have been selected as locations which will provide a safer level of protection to occupants
during the passage of a cyclone. It is the responsibility of the LDMG to arrange for, and fund
any additional works identified by Department of Housing and Public Works (DHPW) that needs
to be performed priorto a buildngb ei ng occupi ed as a APl ace

Cyclone Shelter

A Cyclone Shelter is a building specifically designed and constructed to provide protection from
wind and debris during a severe tropical cyclone. Generally, Cyclone Shelters can be
configured for use as either a Cyclone Shelter or an Evacuation Centre.

Recovery Centre

A suitable building selected after the event from which social, welfare and information services
are provided to people who have been impacted by the event.

3.10.1 Facility Shelter Event Suitability

It is critical that the nominated locations are suitability assessed and not anticipated to be
adversely affected by the hazard. A location which is suitable for one hazard may not
necessarily be suitable for shelter from all hazards. During the site assessment processes, the
following hazards are considered:

Storm Tide Suitability;
Flood Suitability;
Cyclone Shelter Rated;
Places of Refuge; and
Bushfire Suitability.

=A =4 4 4 =9
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The LDMG is responsible for nominating the buildings as Cyclone Shelters, Places of Refuge
or Evacuation Centres. The identification, assessment and agreement for using such buildings
is usually done prior to any event and the agreements are considered standing agreements
until otherwise revoked.

A list of the nominated Cyclone Shelters, Identified Places of Refuge and Possible Places of
Refuge is located in Appendix 9, Appendix 11, and Appendix 12.

3.10.2 Shelter Centre Management

Only an LDMG, DDMG or the emergency services can make a request to use a DoE facility for
disaster or emergency related activities. Where identified shelters are to be used as safer
locations during an event, the Regional Director or delegate will contact the School Principal to
advise that the facility will be activated and will be opened and operational prior to the centre
details being released to the public.

The LDMG designated organisation (e.g. Red Cross or SES) will provide full management of
the nominated shelter. At no time will the Principal take responsibility for the opening and
management of a shelter nor will any DoE staff i unless in the course of ancillary duties or
roles, e.g. volunteer members of Red Cross, SES, etc.

The LDMG will be responsible for all cleaning, repair or replacement of any property or facilities
soiled, damaged or stolen from the facility resulting from the use of the premise as a Shelter.

Once the shelter has been officially closed and the facility returned to DoE, the Principal is
required to undertake a full inspection of the facility and its contents within 48 hours to ensure
that the facility has been returned to a pre-activation condition. An Inventory of Loss and
Damage form is then to be completed which should include the monetary value for cleaning,
repairing or replacing any items in question. The form must be signed by the Principal of the
nominated facility (or their proxy). The Inventory of Loss and Damage can be found in
Attachment 3 of AThe Agreement 0.

DHPW have developed Cyclone Shelter Operational Guidelines to ensure that Queensland
Public Cyclone Shelters are effectively managed and operated so as to provide safe sheltering
for a large group of people during a severe tropical cyclone. See:
http://www.disaster.gld.gov.au/Disaster-

Resources/Documents/Queensland%20Public%20Cyclone%20Shelter%200perations _Guide

lines.pdf.

In the case of an LDMG requiring a DoE facility or building for use as a Recovery Centre, then
an agreement has to be negotiated between the LDMG, the DoE Regional Director and the
School Principal, generally with a Memorandum of Agreement (MOA). This becomes more
problematic as it is more likely that during this phase the school will be operating. Should a
facility be used as an Evacuation Centre and has to operate when the school is open, the
LDMG will be responsible for providing additional fencing and security to ensure the clear
delineation of the facility from the school for that period.

The use of a school as an Assembly Point, i.e. without need to shelter, is more likely to be an
urgent application and this would be undertaken either by agreement between the LDMG, if
activated, the DoE Regional Office and School, or by direct negotiation between emergency
services and the Principal. Under extraordinary circumstances the Principal can authorise the
use of the facility.

It could also be that the use of the area as an Assembly Point may be directed by legislation
(e.g., Police under the PSPA). There are a number of school properties listed on the
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Neighbourhood Safer Places (NSP), as being an open space or building identified for use as a
last resort in the event of bushfire. See:
https://www.ruralfire.gld.gov.au/Fire_Safety and You/Neighbourhood Safer Places/

Summary of Process

LDMG assesses nominated site
adzAaGlFroAfAGE |

|
LDMG and Regional Office sign
b¢KS ! ANBSYS

5abD ! OUA@GlI GS&a wSl|j

Principal provides Key/Access

LDMG Restore Site to practivation
condition
Principal required to inspect facility withi
48 hours of LDMG returning site to DoH
[
DETE Busmess Resume

A copy of the Agreement for Provision of temporary access to identified DoE facilities for the
purpose of Cyclone Shelters, Evacuation Centres, and Places of Refuge can be found at:
www.emergency.ged.gld.gov.au. The designated Cyclone Shelters which are on departmental
property have existing agreements in place.

LDMGor appomted external organisatio
to manage site

3.11 Communications during Disasters and Emergencies

The effective management of public information is often a critical component of a disaster event
response.

The management of media and the provision of public information will be based on a centralised
approach to providea 6 si ngl e plohien tD eopfa rStraregin@addrsunication and
Engagement Unit (SCE) has developed a Communications Strategy for application during the
various phases of a disaster or emergency.

The strategy provides a list of anticipated stakeholders, internally and externally, and suggests
who to communicate with during each phase of an incident. It also provides some suggested
templates for the communication which can be value added depending on the scenario and the
context.
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The SDCC will manage the state-wide media approach and it is unlikely that DoE will conduct
any independent media conferences during an event.

The resource requirements for the provision and management of public information will depend
on the incident size and complexity. Core communication resources will be provided by SCE,
augmented by additional communications resources sourced through state government
agencies under the coordination of the SDCC or SDMG, as required.

As a general principle, and if required, the Regional/Institute Directors will be the primary
spokespersons for DOE & s r e s $C& nmll diaise with media and public information
counterparts in relevant local, State and Federal Government agencies to ensure consistent
and accurate public information is communicated in a coordinated way.

Communications to Staff

It is a BCP requirement that all Regional Offices and Central Office divisions maintain up-to-
date contact details for all staff and that details are reviewed regularly and are easily accessible
by management teams. Each division/business unit would manage its own communications
with affected staff, to the extent required by the effect of the disruption. Example templates are
contained within the Communications Strategy.

To support the above communication processes to all staff, the Department will also
communicate through social media. This would include the use of social media platforms

including Facebook and Twitter. Communications would also be managed through the

De p a r t menmait nétworkeas staff may have access to their departmental e-mail accounts
fromhome.Addi ti onally communications can be deliver e
webpage if necessary.

Communicating with Parents

The Disaster and Emergency Management Procedure statest hat Princi palTe are r
ensure that parents are notified of the emergency when practicable, but preferably on the day
of the emergencyo .

The point about communications with parents is complicated. While essential, there is a risk
that untimely or inappropriate communications may not be helpful and even put more people
at risk. Principals need that flexibility to make sound decisions as to the timing and the content
of communications.

Generally the school community and, in particular, parents have an expectation for timely
communications. But at times these timely communications can cause parents to attend the
school whilst the incident is still being managed. At times this will be essential, i.e. to collect
children before an access road is cut by flood or fire or when an event at the school is over and
the aftermath has to be managed and parents may be integral to that. But for other incidents
their attendance may generate a risk to themselves, complicating the police response and
distracting the Principal and staff from their tasks.

The conflict bet ween communication strategies a
aspect in some circumstances needs to be considered. Conversely the nature and impact of

social media may negate any intentions of the Principal with parents getting pieces of

information before any accurate and considered communication can be prepared.
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Irrespective any communications should include:
1. An outline of the event e.g., threat received;
2. An outline of the school response;
3. A calming theme; and

4. A Arecommendationd for parents to come

Such messages must be available in short forms to fit within the 160 character SMS. SCE has
prepared some draft templates for use by Principals when dealing with emergency events
consistent with those available disaster events. They have been distributed and appear on the

Department 6s Disaster and Emergency website.

3.12 Business Continuity

There can be many causes of a major business disruption (e.g. cyclone, fire, bomb threat,

t

o

t

h ¢

epidemic, power outage, etc). TheDe par t ment 6 s appr oauithfodussesbrusi nes s

the outcome, rather than the cause which is the all hazards approach. The outcomes are:

1. reduced access to buildings or other physical infrastructure;

2. reduced access to ICT (Information and Communications Technology);
3. significant number of staff unavailable; or

4. any combination of the above.

Our first priority in a disaster or emergency is the immediate and ongoing safety and wellbeing
of students, staff and the local community, and to then secure and protect our assets. The
Department provides guidelines to prepare for and immediately respond to emergency
situations and following the disaster or emergency, we need to make sure that critical services
are functioning and that normal business operations resume as quickly as possible. This is the
function of business continuity planning and management.

The Department has business continuity plans (BCPs) in place for all critical business activities.
A business activity is considered critical if disruption of up to 15 business days is likely to have
a major effect on our operations.

BCPs stand as independent plans at the Regional level, but aspects are embedded in ERPs
and deal with the effects of an event. BCPs work with ERPs to transition smoothly between the
emergency response and business continuity function during and beyond a disaster or
emergency. BCPs may also be activated in response to events that do not need an emergency
response, such as an unexpected IT systems outage or restricted access to a building due to
pest infestation.

BCPs should be tesPedparagtui,qneférdly atdhe darheetimedas
ERPs. This helps the Department to stay well prepared with practical and effective responses
to any disaster or emergency, and to be sure that communication channels are clear and up-
to-date.
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Emergency
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Figure 6: Business Continuity Plan

The De pa Busimesanconfinsity management policy has more information about how we
prevent, prepare for, respond to, and recover from the effects of a business disruption.

3.13 Working with BAS T Assessment and Repair

DHPW i Building and Asset Services (BAS) is a key partner of DoE as the sole service provider
for the assessment, repair, replacement or rectification of DoE infrastructure in the response to
a disaster or emergency.

Most of the local processes are well tested for smaller events with minimal damage. In these
instances BAS works directly with schools to repair damage to the site with little or no regional
intervention or decision making. However a large scale event requires additional consideration.

The Department and BAS have agreed to A Disaster Response and Recovery Management
Specification Plan (Specification Plan). The Specification Plan addresses the actions required
by BAS and DoE in the event of a disaster and sets out business protocols which include
establishing and managing:

1 Capability;

1 Relevant reporting formats and protocols;

1 Pre-event Communications;

9 First Response (after access is available to disaster affected area), which involves BAS
undertaking a preliminary visual inspection of external areas of buildings and structures
and the grounds only;

1 Immediate Rectification, Recovery and Rectification Phase; and

1 Communication.

BAS will undertake the d-irst Responsebinspections of various government buildings when the
area affected is to be safe and access is available, for the purposes of making a preliminary
assessment of:

1 The damage and any obvious hazards on the site;
1 The level of resources required for rectification; and
1 To determine any requirement for specialist investigations.
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It is not possible during the preliminary inspection for BAS to provide an assurance that the site
is free from all damage and/or hazards or that it has identified all damage and/or hazards on
the site during the preliminary inspection.

Following an impact of an event, the RRC will, in consultation with the DDC decide on the
identified impact area that will subsequently require schools to have BAS attend. On occasions

schools may close by virtue ofthe 6 Di recti ved6 but for whatever

cause impact on that geographical area.

It is recognised that post event, BAS will prioritise their resources to the identified high impact
areas and that SRCs can take responsibility for assessments to re-open prior to, or without, a
BAS site visit. On visiting a school a yellow sticker, known as the Site Attendance i Notification
to Property Owner/Manager sticker will be provided.

Building and Asset Services (BAS)
Site Attendance — Notification to Property Owner / Manager

BAS representative (name) has attended this site

on (date) at (time) as part of the BAS Disaster Response to undertake
a limited visual preliminary inspection for the purposes of identifying the damage and any obvious
hazards on the site and the level of resources required for rectification works and to determine any
requirement for specialist consultant investigations.

The preliminary inspection was limited to the external areas of buildings, structures and
grounds only, and/or included the following internal buildings/structures:

It is our observation that:

No obvious visible damage and/or hazards were identified during the preliminary inspection.
However this does not mean the site is free from all damage and/or hazards. Please exercise
caution and call immediately if any concerns arise.

I:I The following damage and/or potential hazards were identified during the preliminary inspection.
Do not enter. Call BAS immediately.

Please contact your local BAS office on
Or alternatively, please contact me on (phone)

The BAS Site Attendance i Notification to Property Owner/Manager sticker will be utilised by
BAS to provide a record to the SRC of BAS attendance and any identified risks or hazards.
When the SRC is present at the time of the inspection, BAS will provide details of the inspection
along with the completed sticker.

Where schools have been closed in accordance with the CE Directive 1/2019, then the SRC
(Principal) i s r es p &uitabilith Assessinantrto Re-@ p & to Grisurentige
school is able to function safely and effectively. The assessment template is located in the
School ERP Appendices. The assessment should be used to record the decision to re-open
or not.

Information provided by BAS regarding the damage or impact to the school facilities from the
disaster event and observations should be taken into consideration during the assessment.
Whilst BAS and/or other specialist advisers are able to provide information and advice to the
SRC during a comprehensive inspection, the decision as to whether or not to re-open a school
rests with the SRC.

Following is a flow chart of the alternative pathways to re-opening a school. These pathways
are predicated on sound decision making wi
there are any concerns re assessing the school suitable to re-open then a deferment to a
comprehensive inspection by BAS and/or other specialist advisers is recommended.
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